Data Processing Addendum (Processor Form)

This Data Processing Addendum (“Addendum”) supplements the Master Services Agreement
(“Agreement”) entered by and between

(“Controller”)

and Mailbutler GmbH (“Processor”).

Any terms not defined in this Addendum shall have the meaning set forth in the Agreement. In the
event of a conflict between the terms and conditions of this Addendum and the Agreement, the
terms and conditions of this Addendum shall supersede and control.

1.Definitions

1.1. “Anonymous Data” means Personal Data that has been processed in such a manner that it can
no longer be attributed to an identified or identifiable natural person without additional information
unavailable to any third party other than Authorized Subcontractors.

1.2. “Authorized Employee” means an employee of Processor who has a need to know or otherwise
access Personal Data to enable Processor to perform their obligations under this Addendum or the
Agreement.

1.3. “Authorized Individual” means an Authorized Employee or Authorized Subcontractor.

1.4. “Authorized Subcontractor” means a third-party subcontractor, agent, reseller, or auditor who
has a need to know or otherwise access Personal Data to enable Processor to perform its obligations
under this Addendum or the Agreement, and who is either (1) listed at
https://help.mailbutler.io/help/is-mailbutler-gdpr-dsgvo-compliant (which sets out Processor's
current subprocessors and their respective processing purposes, and which may be updated by
Processor from time to time), or (2) authorized by Controller to do so under Section 4.2 of this
Addendum.

1.5. “Data Subject” means an identified or identifiable person to whom Personal Data relates.

1.6. “Instruction” means a direction, either in writing, in textual form (e.g. by e-mail) or by using a
software or online tool, issued by Controller to Processor and directing Processor to Process
Personal Data.

1.7. “Personal Data” means any information relating to Data Subject which Processor Processes on
behalf of Controller other than Anonymous Data and includes Sensitive Personal Information.

1.8. “Personal Data Breach” means a breach of security leading to accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted,
stored, or otherwise processed.

1.10. “Process” or “Processing” means any operation or set of operations which is performed upon
the Personal Data, whether or not by automatic means, such as collection, recording, organization,
storage, adaptation or alteration, retrieval, consultation, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, blocking, erasure, or destruction.
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1.11. “Sensitive Personal Information” means Personal Data as defined in Article 9 GDPR (special
categories), and any other data afforded enhanced protection under applicable law.

1.12. “Services” shall have the meaning set forth in the Agreement.

1.13. “Standard Contractual Clauses” means (i) the standard contractual clauses adopted by the
European Commission in Implementing Decision (EU) 2021/914 of 4 June 2021, as amended or
replaced from time to time (the “EU SCCs”), and (ii) in relation to transfers subject to the UK
GDPR, the UK International Data Transfer Addendum to the EU SCCs, or the UK International
Data Transfer Agreement, in each case issued by the UK Information Commissioner’s Office under
section 119A of the UK Data Protection Act 2018, as amended or replaced from time to time (the
“UK Addendum”).

1.14. “Supervisory Authority” means an independent public authority which is established by a
member state of the European Union, Iceland, Liechtenstein, or Norway, or, in relation to the UK
GDPR, the United Kingdom’s Information Commissioner’s Office (“ICO”).

2.Processing of Data

2.1. The rights and obligations of the Controller with respect to this Processing are described herein.
Controller shall, in its use of the Services, at all times Process Personal Data, and provide
instructions for the Processing of Personal Data, in compliance with (i) the General Data Protection
Regulation (Regulation (EU) 2016/679) (the “EU GDPR”), and (ii) to the extent the Processing is
subject to the data protection laws of the United Kingdom, the UK General Data Protection
Regulation as defined in section 3(10) of the UK Data Protection Act 2018, together with the UK
Data Protection Act 2018 (the “UK GDPR”), in each case as amended, replaced, or supplemented
from time to time (the EU GDPR and, where applicable, the UK GDPR, together, the “GDPR”).
Controller shall ensure that its instructions comply with all laws, rules and regulations applicable in
relation to the Personal Data, and that the Processing of Personal Data in accordance with
Controller’s instructions will not cause Processor to be in breach of the Data Protection Laws.
Controller is solely responsible for the accuracy, quality, and legality of (i) the Personal Data
provided to Processor by or on behalf of Controller, (i1) the means by which Controller acquired
any such Personal Data, and (iii) the instructions it provides to Processor regarding the Processing
of such Personal Data. Controller shall not provide or make available to Processor any Personal
Data in violation of the Agreement or otherwise inappropriate for the nature of the Services and
shall indemnify Processor from all claims and losses in connection therewith.

For avoidance of doubt, Mailbutler acts as a Processor only for Customer Data processed through
the Services. For Mailbutler account data, billing data, internal business operations, product
analytics, and compliance with legal obligations, Mailbutler acts as an independent Controller.

2.2. Processor shall Process Personal Data only (i) for the purposes set forth in the Agreement, (ii)
in accordance with the terms and conditions set forth in this Addendum and any other documented
instructions provided by Controller, and (ii1) in compliance with the GDPR. Controller hereby
instructs Processor to Process Personal Data for the following purposes as part of any Processing
initiated by Controller in its use of the Services.

2.3. The subject matter, nature, purpose, and duration of this Processing, as well as the types of
Personal Data collected and categories of Data Subjects, are described in Exhibit A to this
Addendum. The technical and organizational measures implemented by Processor pursuant to
Section 5 are described in Exhibit B.
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2.4. Following completion of the Services, at Controller’s choice, Processor shall return or delete
the Personal Data, except as required to be retained by the laws of the European Union, European
Union member states, or the United Kingdom.

3. Authorized Employees

3.1. Processor shall take commercially reasonable steps to ensure the reliability and appropriate
training of any Authorized Employee.

3.2. Processor shall ensure that all Authorized Employees are made aware of the confidential nature
of Personal Data and have executed confidentiality agreements that prevent them from disclosing or
otherwise Processing, both during and after their engagement with Processor, any Personal Data
except in accordance with their obligations in connection with the Services.

3.3. Processor shall take commercially reasonable steps to limit access to Personal Data to only
Authorized Individuals.

4. Authorized Subcontractors

4.1. Controller acknowledges and agrees that Processor may (1) engage the Authorized
Subcontractors to access and Process Personal Data in connection with the Services and (2) from
time to time engage additional third parties for the purpose of providing the Services, including
without limitation the Processing of Personal Data.

4.2. A current list of Processor's Authorized Subcontractors and their processing purposes is
published at https://help.mailbutler.io/help/is-mailbutler-gdpr-dsgvo-compliant. Additional detail
regarding a specific Authorized Subcontractor — including its country of establishment and the
transfer mechanism relied upon for any processing outside the EEA or the United Kingdom — is
available upon written request to Processor's Data Protection Officer at privacy(@mailbutler.io.

At least ten (10) days before engaging any new third party other than the then-current Authorized
Subcontractors to access or participate in the Processing of Personal Data, Processor will update the
published list accordingly. Controller may subscribe to update notifications and may object in
writing to such an engagement within ten (10) days of the list being updated.

4.2.1. If Controller reasonably objects to an engagement in accordance with Section 4.2, Processor
shall provide Controller with a written description of commercially reasonable alternative(s), if any,
to such engagement, including without limitation modification to the Services. If Processor, in its
sole discretion, cannot provide any such alternative(s), or if Controller does not agree to any such
alternative(s) if provided, Processor may terminate this Addendum. Termination shall not relieve
Controller of any fees owed to Processor under the Agreement.

4.2.2. If Controller does not object to the engagement of a third party in accordance with Section
4.2 within ten (10) days of notice by Processor, such third-party will be deemed an Authorized
Subcontractor for the purposes of this Addendum.

4.3. Processor shall ensure that all Authorized Subcontractors have executed confidentiality
agreements that prevent them from disclosing or otherwise Processing, both during and after their
engagement by Processor, any Personal Data both during and after their engagement with
Processor.

30f8


https://help.mailbutler.io/help/is-mailbutler-gdpr-dsgvo-compliant
mailto:privacy@mailbutler.io

4.4. Processor shall, by way of contract or other legal act under European Union or European Union
member state law, or, as applicable, the law of the United Kingdom (including without limitation
approved codes of conduct and Standard Contractual Clauses), ensure that every Authorized
Subcontractor is subject to obligations regarding the Processing of Personal Data that are no less
protective than those to which the Processor is subject under this Addendum.

4.5. Processor shall be liable to Controller for the acts and omissions of Authorized Subcontractors
to the same extent that Processor would itself be liable under this Addendum had it conducted such
acts or omissions.

5. Security of Personal Data

5.1. Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of Processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons, Processor shall maintain appropriate technical and
organizational measures to ensure a level of security appropriate to the risk of Processing Personal
Data. These measures are set out in Exhibit B to this Addendum.

6. Transfers of Personal Data

6.1. Processor may transfer Personal Data outside the EEA, or outside the United Kingdom, where
required for the provision of the Services. All such transfers shall occur under the applicable
Standard Contractual Clauses (including, for transfers subject to the UK GDPR, the UK
Addendum) or another lawful transfer mechanism under Chapter V of the EU GDPR or, as
applicable, the equivalent provisions of the UK GDPR.

7. Rights of Data Subjects

7.1. Processor shall, to the extent permitted by law, promptly notify Controller upon receipt of a
request by a Data Subject to exercise the Data Subject’s right of: access, rectification, restriction of
Processing, erasure, data portability, restriction or cessation of Processing, withdrawal of consent to
Processing, and/or objection to being subject to Processing that constitutes automated decision-
making (such requests individually and collectively “Data Subject Request(s)”).

7.2. Processor shall, at the request of the Controller, and taking into account the nature of the
Processing applicable to any Data Subject Request, apply appropriate technical and organizational
measures to assist Controller in complying with Controller’s obligation to respond to such Data
Subject Request and/or in demonstrating such compliance, where possible, provided that (1)
Controller is itself unable to respond without Processor’s assistance and (ii) Processor is able to do
so in accordance with all applicable laws, rules, and regulations. Controller shall be responsible to
the extent legally permitted for any costs and expenses arising from any such assistance by
Processor.

8. Actions and Access Requests

8.1. Processor shall, taking into account the nature of the Processing and the information available
to Processor, provide Controller with reasonable cooperation and assistance where necessary for
Controller to comply with its obligations under the GDPR to conduct a data protection impact
assessment and/or to demonstrate such compliance, provided that Controller does not otherwise
have access to the relevant information. Controller shall be responsible to the extent legally
permitted for any costs and expenses arising from any such assistance by Processor.
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8.2. Processor shall, considering the nature of the Processing and the information available to
Processor, provide Controller with reasonable cooperation and assistance with respect to
Controller’s cooperation and/or prior consultation with any Supervisory Authority, where necessary
and where required by the GDPR. Controller shall be responsible to the extent legally permitted for
any costs and expenses arising from any such assistance by Processor.

8.3. Processor shall maintain records sufficient to demonstrate its compliance with its obligations
under this Addendum and retain such records for a period of three (3) years after the termination of
the Agreement. Controller shall, with reasonable notice to Processor, have the right to review, audit
and copy such records at Processor’s offices during regular business hours.

8.4. Upon Controller’s request and at Controller’s choice, Processor shall, no more than once per
calendar year, either (i) make available for Controller’s review copies of certifications or reports
demonstrating Processor’s compliance with prevailing data security standards applicable to the
Processing of Controller’s Personal Data, or (ii) if the provision of such certifications or reports
under (i) is not reasonably sufficient under the Data Protection Laws to demonstrate Processor’s
compliance, allow Controller or its authorized representative, upon reasonable notice and at a
mutually agreeable date and time, to conduct an audit or inspection of Processor’s data security
infrastructure that is sufficient to demonstrate Processor’s compliance with its obligations under this
Addendum, provided that Controller shall provide reasonable prior notice of any such request for an
audit and such inspection shall not be unreasonably disruptive to Processor’s business. Controller
shall be responsible for the costs of any such audits or inspections.

8.5. In the event of a Personal Data Breach, Processor shall, without undue delay, inform Controller
of the Personal Data Breach and take such steps as Processor in its sole discretion deems necessary
and reasonable to remediate such violation (to the extent that remediation is within Processor’s
reasonable control).

8.6. In the event of a Personal Data Breach, Processor shall, taking into account the nature of the
Processing and the information available to Processor, provide Controller with reasonable
cooperation and assistance necessary for Controller to comply with its obligations under the GDPR
with respect to notifying (i) the relevant Supervisory Authority and (ii) Data Subjects affected by
such Personal Data Breach without undue delay.

8.7. The obligations described in Sections 8.5 and 8.6 shall not apply if a Personal Data Breach
results from the actions or omissions of Controller.

9. Limitation of Liability
9.1. The total liability of each of Controller and Processor (and their respective employees,
directors, officers, affiliates, successors, and assigns), arising out of or related to this Addendum,

whether in contract, tort, or other theory of liability, shall not, when taken together in the aggregate,
exceed the limitation of liability set forth in the Agreement.
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EXHIBIT A
Details of Processing

Nature and Purpose of Processing:
In connection with and for the purpose of the provision of Services to Controller under the
Agreement

Duration of Processing:
For the duration of the Agreement. Deleting the user account will terminate this Agreement.

Categories of Data Subjects:
Controller end-users/customers AND/OR Controller employees

Type of Personal Data:

Account information (name, email address)

Billing information (name, address, VAT number; payment details processed by third-party
providers)

User-generated content (notes, tasks, message templates, signatures)

Email metadata (recipient email address, subject line, message ID, open/click events)
Technical data (device information, IP address)

Authentication tokens (OAuth tokens; not passwords)

Support communications
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EXHIBIT B
Technical and Organizational Measures (Art. 32 GDPR)

Processor maintains an ISO/IEC 27001:2022-certified Information Security Management System
(ISMS) and applies the following technical and organizational measures, in accordance with a risk-
based approach and continuous improvement (PDCA) cycle:

e Hosting: Production infrastructure (AWS) and Al-processing infrastructure (Microsoft
Azure OpenAl Service) are hosted within the EU, in Frankfurt am Main, Germany.

o Confidentiality: Access is restricted on a least-privilege, need-to-know basis; multi-factor
authentication (MFA) and Single Sign-On (SSO) are enforced where available; access
requests, privileged access, and information classification (Public/Internal/Confidential) are
formally controlled; data is stored only in approved cloud systems, with full-disk encryption
on all company devices.

o Integrity: Role-based access control governs data modification; system and code changes
follow a controlled review, testing, and approval process with logging and version control.

o Availability and Resilience: Cloud infrastructure provides redundancy and high
availability; regular backups and recovery mechanisms are in place; real-time monitoring
detects failures, with defined incident escalation procedures.

o Data Transfer Control: All data in transit is encrypted (TLS 1.2 or higher) via approved
channels only; external sharing requires explicit approval; data loss prevention (DLP)
controls monitor sensitive transfers.

o Secure Configuration and Hardening: Endpoints are centrally managed via Mobile
Device Management (MDM); infrastructure is managed as code with version control;
regular patching and vulnerability management are enforced.

e Organizational Measures: Employees undergo onboarding, screening, and confidentiality
obligations; mandatory annual security and data protection training is enforced; security is
integrated into development and project workflows.

o Logging and Monitoring: Centralized logging covers authentication events, system
changes, and access to sensitive data, with regular review and real-time alerting.

o Incident Management: Formal reporting, containment, investigation, remediation, and
documentation procedures are in place for all security incidents.

o Data Protection and Retention: Personal data is processed under data minimization and
purpose limitation principles; retention periods are defined and enforced; test environments
use anonymized or synthetic data only.

e Vendor and Third-Party Management: Subprocessors undergo security assessment and
approval, are contractually bound to data protection and security requirements, and are
monitored regularly.

o Physical Security: Office access is controlled and monitored; visitors are registered and
supervised; clear desk/clear screen policies apply; remote devices can be remotely wiped if
lost.

A detailed description of these measures is maintained in Processor's internal ISMS documentation
and is available to Controller upon reasonable request.
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On behalf of the data exporter:

Name (written out in full):

Position:

Address:

Date Signed:

e 4 110 Pt

On behalf of the data importer:

Name: Fabian Jéger

Position: CEO Mailbutler GmbH

Address: Akazienstr. 3a, 10823 Berlin, Germany
Date Signed: May 18™, 2026

Signature
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